Abstract-The timely, reliable and accurate dissemination of early warning messages to targeted recipients under a hazard risk is challenging operation. Of the existing telecommunications infrastructure, Public Land Mobile Networks (PLMN) are considered highly useful for dissemination of text-based warning messages, due to the high penetration of mobile services and ability to reach subscribers wherever there is network coverage. However, conventional macrocellular mobile networks are constrained by capacity and/or coverage, causing delay or non-delivery of warning messages. To that end, femtocellular networks, which provide capacity gains and ubiquitous indoor coverage, have emerged as an attractive solution that could complement macrocellular networks in disseminating warning messages. In this paper, we analyze the limitations of existing mobile networks for early warning dissemination, identify the benefits of leveraging femtocells for the purpose of disseminating early warning messages and highlight some possible implementation challenges.
I. INTRODUCTION
T he main objective of any early warning system is to rapidly disseminate warning messages to specific individuals, communities or organizations in response to an imminent or oncoming hazard event (e.g. hurricane, coastal flooding, forest fire, nuclear fallout, etc.). The warning dissemination has to be executed in a manner that ensures that the message delivery is timely; the message content is accurate; understandable, and usable [1] - [2] . Therefore, all available broadcast (television, radio) and telecommunication infrastructure must be used to increase the likelihood of the warning message reaching all persons under risk and organizations expected to respond to a hazard scenario.
In recent times privatization and deregulation measures widely adopted within the telecommunications sector, resulting in, increased competition; higher efficiency; cutting-edge innovations; affordable services for users (thus increasing service penetration to hitherto unconnected citizens), and significant revenues for telecommunication service providers. As a result privately-owned telecommunication service providers are being relied upon to provide services, not just for the general public and the private sector customers, but also for government agencies and authorities. These services include both traditional (commercial) services and emergency services, such as, the early warning services addressed in this paper.
Public Land Mobile Networks (PLMN) are now considered one of the most important telecommunications infrastructures for delivery of messages originating from early warning systems. The high level of penetration of mobile handsets, subscriber mobility and the widespread adoption of mobile messaging services (in particular, the Short Message Service or SMS) make the PLMN attractive for mass dissemination of messages to targeted recipients.
However, conventional (macrocellular) PLMN are engineered to support busy hour traffic loads, rather than simultaneous messaging to a large user base, as required for early warning. As a result, warning messages delivered using mobile messaging services, such as SMS, may be excessively delayed or dropped altogether due to inadvertent network congestion or deliberate denial-of-service attacks [3] . Moreover, cost-constraints applied to network planning may lead to imperfect coverage, particularly in indoor environments. The methods employed to improve indoor coverage include the use of repeaters, distributed antenna systems, microcellular base stations (BSs), and the more recent femtocellular network concept [4] .
Femtocells are characterized by simple, low cost, low transmission power and plug-and-play femto or home BSs, which are deployed indoors similar to WiFi access points. Another attractive feature of femtocells is the utilization of IP backhaul through a local broadband connection (e.g., digital subscriber lines, passive optical networks, cable modems etc. traffic from macrocellular networks to local broadband connections allows redirection of macrocell BS resources towards delivery of early warning or emergency call services to users in the area under risk but without femtocellular network coverage. This paper presents the most significant and positive aspects of using femtocells as platform for dissemination of early warning messages. These benefits are emphasized further by pointing out the limitations in existing approaches. The possible implementation challenges for warning message delivery via femtocells are also highlighted.
II. EARLY WARNING SYSTEMS: AN OVERVIEW

A. General Architecture
An Early Warning System (EWS) generally consist of upstream and downstream segments. The upstream segment of a EWS includes the surveillance infrastructure carrying out functions, such as, hazard sensing, data and information fusion, and data transfer to Early Warning Centers (EWCs). The downlink segment constitutes the IT systems (for information prioritization, situation picture representation, decision support, etc.) that assist the human operators who manage the early warning process from the EWC. Furthermore, the downlink segment also encompasses the external communications infrastructure for actual message dissemination to targeted recipients (see Figure 1) . The overall communications view is of a complex ecosystem of networks based on a multitude technology standards (GSM/GPRS, UMTS, 802.11x, 802.16x, xDSL, IP/MPLS, Ethernet, BGAN etc.) and equally complex value chains for provisioning of services and applications. Early Warning System operators would usually have pre-defined service agreements with external telecom or broadcast service providers operating in the areas of interest, as part of a general emergency preparedness strategy. 
B. Service Requirements
The dissemination of early warning messages is a critical operation with a potential to save lives and public property, as well as, avert any unnecessary panic or chaos due to unclear or hoax messages. This demands further stringent requirements on quality and performance for services provided for EWS. These requirements have been addressed by various standardization bodies [5] - [7] , and include the requirements for the service to be able to:
• Disseminate messages to recipients in various contexts (at home, at work, in public venues, pedestrians, in vehicles, etc.); • Disseminate messages with clear and sufficient detail;
• Provide enhanced priority treatment for message streams;
• Dissemination messages within in a specified time window;
• Disseminate messages simultaneously to a large population and/or geographical area; • Reattempt or repeat delivery after initial message delivery failures; • Customize messages for recipients with special needs (e.g., visually impaired), specific language requirements or limited device capabilities; • Ensure channel end-to-end reliability and availability;
• Disseminate messages in a secure manner by being adequately protected from malicious corruption, suppression, unauthorized access and inauthentic originators.
III. CONVENTIONAL WARNING MESSAGE DISSEMINATION
A. System Implementation
The diagram of Figure 2 illustrates the general configuration of the conventional mobile network networks dissemination of early warning messages. In this case, the message generated by the Early Warning Center (EWC) would be delivered to the mobile network via a component that we generally refer here to as the external messaging entity (EME). The EME transforms the warning messaging generated by the EWC (e.g., XML-based CAP message with image attachments) to a message format (e.g., 160 character SMS) suitable for delivery over the mobile network. The EME might be a client messaging application, voicemail server, mail server, third-party messaging gateway or any other entity capable of originating mobile messages.
Figure 2 Simplified illustration of early warning dissemination via conventional mobile networks
The EME submits the message to a mobile network's Messaging Center (MC) typically via a secure IP connection and access protocol (SMPP, CIMD2, UCP/EMI) selected by the MC vendor. The MC is a messaging server that authenticates the message originator, initiates and manages message delivery through the mobile network to Mobile Station (MS) or User Equipment (UE). Furthermore, the MC may inform the EME on the status (success, queued, failure due to invalid UE address, etc.). The EWC may request the status reports from the EME to monitor overall progress of warning dissemination process. Depending on the messaging scheme employed, the MC could be a SMS-SC or SMSC (for SMS), MMS-SC or MMSC (for Multimedia Messaging Service, MMS), CBC (for Cell Broadcast Service, CBS), BM-SC (for Multimedia Broadcast Multicast Service, MBMS) and so on. The network's subscriber/equipment registers and location centers provide profile information and functionality that could be exploited for location-based messaging, allowing warning messages to be disseminated to particular geographical areas.
B. Service Limitations 1) Message delivery delay or non-delivery
The conventional PLMN was not originally conceived to offer broadcast-type mass text or multimedia messaging services. Therefore, attempts to disseminate messages over the network may result in excessive latency or even message non-delivery. Furthermore, limitations in network coverage may also result in message reaching certain target recipients over when they move back to areas with coverage. In an early warning use case, the any significant delay or failure in message delivery would imply failure of a EWS to meet its basic functional requirements (described in Section II.B).
Example measurements previously carried out in a live network on performance of SMS indicated an overall delivery failure ratio of 5% and delays in excess of 5 minutes for a tenth of the messages sent [3] . This performance could degraded significantly with the development of "flash-crowds," that cause significant increased in traffic intensity [3] , for instance during a festive occasions. A similar phenomenon is observed when a sudden surge in call or message sending attempts congests networks in the immediate aftermath of a hazard event (e.g. severe network congestion observed after the 7/7 London Bombing [8] ). This makes it difficult to send post-event instructional messages or further warning messages in case a follow-up to the hazard even it imminent.
2) Geographical targeting Another significant challenge is the ability of the EWC to send SMS messages to a particular geographical areas deemed to be under risk. This is because the UE is a mobile (non-geographic) network endpoint that could be located anywhere within coverage area of the mobile network. Therefore, target message recipients (mobile subscribers) cannot be geo-referenced at the EWC centre based solely on their address value (typically, the MSISDN).
The subscriber location information is available at the discretion of the mobile network operators. The operators are able detect geographical location (and optionally velocity) of UE based on positioning functions (measurement of radio signal and position computations) performed by UE (subscriber-based), network infrastructure (operator-based), or both. This subscriber location information (e.g., latitude/longitude, cell ID) is continuously updated in the network's subscriber registers (HLR/HSS, VLR, EIR, etc.) for purposes of billing, service marketing, service provisioning, fault resolution, service customization, transaction processing and so forth.
Cell Broadcast Service (CBS) is considered a viable alternative to SMS warning message dissemination [9] , as it uses a common broadcast channel to be broadcast text messages to all subscribers within a defined geographical cell broadcast area, comprising one or more cells. The EWC could specify the area under risk to the mobile operator using the standardized Universal Geographical Area Definition (GAD) [10] . The operator would then translate the GAD into a radio coverage map to be used for defining the cell broadcast area. Furthermore, the use of a common broadcast channel in CBS means that message non-delivery due network congestion could be avoided and the message sending could be repeated periodically.
However, current the CBS service has several limitations:
• Can send only text-based messages of a limited length (15×93 characters); • Some user devices are shipped without basic CBS capabilities; • Some CBS-capable user devices may have to be enabled and configured to listen-in (opt-in) on the broadcast channel(s) reserved for emergencies; • There are no acknowledgements from UE for successful message delivery; • The cell size resolution is poor, particularly in rural areas where cell diameter could be 10s of km, making CBS impractical for sending warning to smaller areas; • Lack of significant commercial interest in CBS has meant slow development of technologies for CBS enhancement and low motivation for some operators to enable the service in their networks.
IV. WARNING MESSAGE DISSEMINATION VIA FEMTOCELLS
A. Femtocell concept
Recently, indoor solution based on femtocellular networks has been proposed in order to provide ubiquitous coverage for inbuilding communications [11] - [13] . The primary advantages of femtocellular networks are that they consist of inexpensive base station (BS) units, installation of the network follows a plug-andplay approach, and the BS transmission power levels are several decibels lower relative to handheld terminals.
A special femtocellular approach promoted by third generation partnership project (3GPP) is known as Home Node B or alternatively as Home Base Station (HBS) concept [14] . In a HBS system, user devices, such as, handheld terminals and laptops are connected to the customer premises equipment (CPE) using 3G access link. The HBS functionalities are embedded into the CPE, which are all connected to the femtocellular gateway (femto GW) of the operator. In turn, this gateway services up to hundreds of HBS units, which forwards the data to operator network or Internet.
One unique characteristic of the HBS approach is that the CPE can be deployed autonomously in a private or business customer premises by a user in much the same way as digital subscriber line (DSL) modems. The HBS equipment can potentially be owned by user, and configured to closed access. Then it only provides access to a restricted group of users, e.g., family or household members who form the so-called Closed Subscriber Group (CSG). If CSG is not used, femtocell allows open access to all subscribers of the operator. Figure 3 shows the architecture of the EWS with femtocell. We note that it is foreseen that strong interest of large mobile operators towards HBS concept will drive the mass deployment of femtocells. From a EWS perspective, the following aspects are especially interesting:
B. Femtocells as a part of the ESW
• Femtocells provide potential means to omit the congestion in wide area cellular network while broadcasting warning messages. Yet, this property may put some additional requirements on the architecture of femtocellular networks.
• Femtocells offer finer cell size granularity (10s of meters) compared to macrocells (up to 10s of km). This enables warning message dissemination to be more precisely targeted even to the small geographical areas covered by femtocells. We also note that CSG can be disabled if there is a need to broadcast warning messages to all terminals within the coverage area of the femto BS.
• It is an option to require that privately owned femtocells can be switched on remotely by operator in case of request from public authorities or emergency response organizations.
• Femto GW maintains the so-called neighbor list of femto BSs, that is, it knows the identities of the closest neighbors of each femto BS, operated by the same operator.
• Operator can potentially reconfigure both open and closed access femto BSs so that, for instance, transmission power is increased in order to maximize the broadcasting coverage. On the other hand, in case of misuse or other fraudulent practices (e.g., sending spam messages or hoax warnings), operator can choose to disable a rogue femto BS.
• Femtocellular networks provide at least an order of magnitude improvement in capacity compared to purely macrocellular network implementation [4] . This capacity gain enables efficient dissemination of rich multimedia warning messages using MMS instead of SMS or MBMS instead of CBS. The SMS and CBS lightweight messages only offer very brief textual information to the recipient, thus obliging the recipient to check alternative information sources (TV, radio, web bulletins, etc.) for supplementary details on the warning. On the other hand, multimedia warning messages may include maps, pictures, audio or video clips, and so on, with self-sufficient details (see example of Figure 4 ). 
C. Example Case Study
A recent 3G Americas report highlighted the limitations in timely delivery of SMS messages for early warning purposes [17] . In the report presented an example analysis on of sending SMS warning messages to 15000 user terminals within southwest Virginia (the scenario selection was inspired by the recent Virginia Tech shooting incident). The area under risk was covered by 8 of the 12 sectors of four macrocellular GSM BSs.
Assuming that the warning message delivery time was 4 seconds (1 SMS per warning message) and 8 Stand-alone Dedicated Control Channels where available per sector, then it was estimated to take a minimum of 16 minutes to disseminate warning messages to all the targeted terminals in the area. This is above the recommended 10 minute (or less) dissemination time of warnings from public early warning centers [17] . Now assuming that just over a third of the user terminals where within the coverage areas of femto BS (e.g. deployed in staff residences or shared student homes), then using the same assumptions outlined above, the message dissemination could be completed within the recommended 10 minute time window.
V. CONCLUSIONS AND FUTURE CHALLENGES
A. Conclusions
Femtocellular networks promise to be a competitive technology solution for future mobile broadband networks. This paper described how the benefits and features of femtocells could be leveraged for dissemination of early warning messages by a EWS, creating the possibility of sending rich multimedia messages with more comprehensive details, targeting relatively small geographical areas and relieving congestion from macrocellular networks.
Recent technical studies, laboratory trials, early product development and standardization activities on beyond 3G femtocells, in the form of Long Term Evolution (LTE) Home eNodeB [15] and WiMAX Femto Access Points [16] , indicate that equipment manufacturers and operators are already addressing the challenges of evolving the femtocellular networking concept. These advances could offer even more benefits not only for early warning, but for emergency telecommunications in general.
B. Future challenges
The development of the femtocell concept has been ongoing for just a few years and first versions of pre-standards femto BS have only recently reached the markets. While the business prospects of femtocells for residential markets have been the main driver for the femtocell development work, emergency telecommunications and other potential services for public authorities have not been considered in great detail at this stage of the development. Therefore, emergency response organizations and public authorities need to be made aware of the progress and potential new opportunities provided by femtocells.
On technical side the implementation of early warning systems through femtocells will be challenging because currently vendorspecific architectures and protocol solutions are applied. Furthermore, the requirement to temporary open-up closed access femtocells for early warning message dissemination purposes, presents many macrocell-to-femtocell interworking research questions (interference mitigation, handover mechanisms, spectrum allocation, dimensioning of IP backhaul capacity to accommodate macrocellular users, etc.) that need to be addressed. Therefore, detailed system simulation studies and market analysis (to evaluate various market penetration scenarios for femtocells) will are required to fully understand the immediate and future potential impacts of femtocell deployments for early warning purposes.
